PATENT 
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3*1 fi £€S ^ ^ H> v *l >M^{System for protecting copy of 
digital contents) 

£. l£ 3*1^ Site ^ ^1 -M^^r ?H 

£ 2^*1 £ 5€t £. 1^1 ^-§-€.^ 1-^1- 0 1 f-^JS.^ 3*1^ i^S* 

10 : €tB^=r# 

20 : #31 ^^71 

30 : 

40 : PC 

50 : ^ifl-g- ^7) 

60 : ^^MN 
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l^o] ^Z}^ 7j££o> =3 OL £°)4 ^£fl7l^] 

£ 4*1^ ^ ^] nJ*l *1^ E :H 3M4- 

JiLtf ^)*>7l]^ ^f-g-^f ^*Kn4 4£^€r 4*1 H «€«7l- 

^Ml^m ^1- ^^1*1-71 4*11 aV-S-xK ^sqtr S.€- >M^3°1 ^J:^- 
°i| <r safe 4^r4 ^-n-^. #£<iH n 

°1**H 4*11 ^si^ EEfe ^SJELSHr 4*1^ ^ 3- 

*ll «cM Aj^^ei] ^ $ o] C}. 

*U JU-SL4, °1 PCI- 7}*1 ^ Si?]) 5)584. 

=L&\2.3. PC°ti #4 4*11 3 £.* *(|**>il*> *}fe 44^ £ 

<H1B €r*il*Ml 3584. 4*1^ MHfe M 3JL## 

4-44 mp34 ^-e .2.4-2- si 4. 

44H ^<3*11fe 4*1^ £M i^fi-l it 

^°i ^lir^s.^ sm. 

^*|4. 44 *«fl 4#°1Mfe a^h^I t>€ *i|*€ 4*111 

&^7Y Jffc 4*14fe 4*1^ ^4?> #4*V4 o^tffe «- 

*1)3M 5U5&4. 
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^ Ali^jcfl ^ 3H4. 



-§- c|.&s2=«M- <r 512^. zi^ji ^-cfl-s- EMails Ml 4£ 

4€- ^^71^ 7fl^Al^[ ^ 




E ^ "H^l MP3 P ] L>!2 SLt\<L vrl^^ Sdrl Audio/Yideo «»M^ W}, 

□ ^v^sle sir]... 
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□ * **** ^ 5fl£^ M-g- *^fl 

| t **** T^m^m 3 ). *m* aw* **n 4* 

: . ; 



-25- 



PATENT 

*-^°> *fhJ, #3^ <r Sis^- alia?] ^1^-7] ^Ji«- 

4*1$ €€B-S- *#^*> *H, #§H?U4 ^ iL^^^il- ^te ^ 

A ^ 4*1% SSS-M- <r 5fl£^ #±4€ tH£4 ^- -71 £ 

&&k: PC^- £tt_>4. 

^H* ^*>7l 4$ £ ^<§r. #Sl4€ 4*1% ti^Sl- 




PATENT 
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ID, £€4- ^21, S^-lr ^ ^2 ^l^jr^r 

#7l f-^- .8-^<£:M sl«n Public Key4 Public Key ^iLfi- ^i^JL, -'11 

**^fc.SL3. ^12:71 W PC°1M ^KHl^A Sfl^Hr 

S. 1£- £ t^^l ti^lB ^ 4^1 ^^a}7] -9RV 7fl 
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*M. t^t" T 1 Sa£^ *||2*1, ^12:?] ^ #7) ^2?)^ ^2:7] # 

1 sH*& $<S*Ka, ##0.3. ^r^7]^ ID. *H2?1 

PC(40)fe ^^(30 ^-g-s}-^- 

J3.^^1M 3}*fl Public Key*} Public Key 3^.2. Wl* 

(50)2} afla^l ^-^(30)o.S. *H*I1^ A )*M. >fl 2 bW^M- 

4t^* ^^7l(50)fe ^7) ^l&^^cKlOHH ^|3J:7l ^ *02*1 

3iM5- *i#*ML, PCC40M- ^ MB ^^#(30)-°5. ^f- 

PC(40HH *HH?fl efl^Hr ^Jl^ *fl 2 ^Hl^l 
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7^^1:7)11^ 3^ *H1 tfl# ?1. ^l=8i -ii^r?! 3$ 

42|- ^-o], ^ *^-g- ^^(20)£ €t> ^r^(lO) 

afli -7l(MKpd) £ *H2: -71 ^iKCertaOffiro))!- £tfl-g- 
(20) O.S ^t^K 

ZL^S.^, ^7} ^^#(20)£ ^-g- ^#7](50)# *fi2:SHr 4^ 

ej]^ ^^^^dO)©.^^ ?} ^ ZL -71 2" 

£71(50)*! afl^l^ ^^(tempery resistant area) 6 !! 4* A r-§-*r7r £ ^ 

^¥^^(10)°1 7r*U Sl^- ^ol^-a^, ?1 % aH2 71 ^SL-g- # 

2 tfM-S-S- ^^-f^^do)*! = ^^^-(30)^711 ££sfl 
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xiis -7] 61] ol-ir (Manufacture Key Information Table)3.*H , #£fl-§- 

71(50)31 ^Identifier; 4& *W ^*fl S€. <^ 3 

°1%>11 *M ^-§" t?^4-#(20H>»*1 -^rfl-g- ^.o^ 

7] (50)^ ^tBH^#(10H t^SH.^} *H*)£ ^ 

^«l^^^-(io)o.s.«-^ Jfo^^l-o) -s^c-fl. zl^7] ^-Sfl-H -W-^r 

^•o) -7j $ -71 ^^.7> ^€4. 

(10)€r 7Hj1 Private Key ^ Public Key<?l PrvKey eP h. PubKey ep h7> 

t>^al -7li?+ ZL {PrvKeyisP, PubKeyisp, Certc A (PubKeyi Se )}7> ^^slil, 

3tHM<r^U0)4 ^^(.20)-5r EC_DH(CA, ISP)S. 

5fl^°l ^SMI 3 -^£.3. ^-^^°U *r**}7> *fl^3. J M.-l <H n ltr 
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(30) ^WsJ 35 ^ ^^c>. 

^ PC(40)7> £31* ^^(30)°.5l^ #±SJ-€ 

^EK30)-& i^-i-s^s}- ?1^iL<?] p u bKeyi$p. CertcA(PubKeyisp)l> 

PC(40)5_ PC(40)fe- ^#3:4. 

zlz}31, EC_DH(ISP, LCMH 3-^2(30)4 PC(40) 

7 > sflvg -7] 3.^, : §-^ , a:(20)4 PC(40) ^H°11 *fl^<§; *f^*]-7l 

£Eth ^33B- ^^(30)°.J§.-f E i PC(40)a) <3^3tl Private Key, Public 
Key M-ol afl« f-fifl "Jr^Tti ^M^, °1^ . ^^£(30)4 

PC(40M>°"MH ^SH! MHl- 't ^ Slfe Ali^jol ^£ 

4- 

°H, -^rfl-g- ^IMCSO)^ 2 ^ PC(40)5L f^JEL^ ^5L7> ^-§" 

(30)3 Public Key!: «?}^*V ^ PC(40)# f-*fl £€H ^-r#(30)A3. 
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4. • 

44 afl 2.3M*°1 sife *3:sL4 wls*H ^*Hr ^£-4 Si- 

E Wf^<30)* ^4^- £j£STO * PC(40)5L PCUOHH 

sfl^H S€-* g<H«a4. 

oH, pc(40)«fl^i ^ ?](CKpd-lcm)7> ^4^1, o] .al] ^ 7]^ 4 

p_|o) 4> 51^- *|^£4. °H PC(40)«iH "Sfl^€ «1**H ^tJ: 

?1* ^Jl^*!- ^ ££4(50)3. 3H^4. 

4. 

x]^ sfivg y]* ^«Hiflol ^^©.S^. sfl>£ PC(40)4 ^*>7fl €4. 

££4 (50)4 **43<fr #4*1 €4. 

« #ta+ ^7i(50)s 4*3.=- sz°i, **03fe 3* #447] 

RMS-DB5. 5U4. 
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*W *lH^r PC(40)^ #4-§- #^4(50) 4°HH °1-tH4^ 

t]-A\% mm *iew 3-§-£4. °^H. ^144 

^sU^, £4 441* 44f- SEfe ID <3^. ^^HS. ^ 

(UTD) 44^ 3i€B4 ^eJH 4t> ^ 13. « *H ^ 13-2.3. 

tf^V c-flolEi tiflo]^^ PC(40)7> 7^31 *2£r 4^ ^1 C> ^1 
MS PC(40)*fl 4^34 Sl^. ^ <34°]B 4# 

| PC( 40)4 ^nfl-g- ^7)(50) 44^14 ^4(50H ^4 

5 4£3-^V44. *tfl-8- ^71(50)5.^4 PC(40)3L ^4^ 

S ^i^l^* 33.^ «fl. ^4 ^47ti €4. °"N «^ "M4B. 

;L ^-^71(50)* 44 PC(40)5- €<£34 PC(40H 4^"€ ^fll°lB ^€-S- 

3 4*1 34- 

5 4£-°fl PCUo)°IH 44H t-I^H- 144 4^ £914 ^ 

7> fflol^ Bflo]^ Afl^l 4$7fl 444 UlH^l 

*}3lH^r *fl»i «£-4# ^44 314*1 4°l^t #2:*H ^. ^^-ir 

ail3.«fi°> $4-. 

PC(40)4 ^tfl* #£4(50) 4444 44^ 4-S:S.H*>7l 
4, SE^r 7J^- tifl o] el tfl4^4 xfl *]*() 1^°J 4411 ^31^4 

4 4tV ^fi. 13£ 44^ #4lH4 £ 

3344, 44 £ ^i^H 4*fl4 ££i #*14S- it 4 1 Si 4. 
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3*1 t^fe 3H^, ■■*)=* ol-frSl PC(20)^-E1 

(50)3. 3*1^ £€H7} ^^M?^, ^S^M 3€H7> tf 

*| PC(40)£. ^-?- 0 14. 

Jf$3 ^ 

-§-^^(30)01 PC(40)3 .0.3 -i: *r^>^, 
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PC(4Q)s} ID* 1**1 *Ka M-H. PC(40)5. ±^9] ^€B# 

eh 

7>=^. zJ|sh £->^4 ^ ^» ^€J§ t^H^ ECC, SNAKE. 

CODEC ^4 ^Jis^f- ^^.C- ^ ^h}^ ^«H^ ID, 
ISP_ID, LSPJD, PDJD^f '€4 f^JE i.^^^^^ £>1 

«rfe SOI ^# M^fe ali^o]^ 

(COPYRIGHT HOLER INFORMATION; CHI) lH, ^°]^. ^IM^l^H ^H, ^iffiH 

^PH, SOI 1^ ISP_ID^ ■& ^g-^OO)*! ^ , LSP_IDfe 

PC(40H*|, PDJEfe #*fl-§- ^7l(50)o)cf. 

^£tb i^-S- cj*lf| ^£3.j= ^ .^.f PC(40)^ 

<d*l aif *}jel sixr ph ^^sJfBi #£3- wi, °^>^E 

ie]f^ °l-§-SH SH ^sl-^B-i PC(40)s1 Private Key* -^^1^1^. 

aelJL, PC(40)^ ID^ DEVICE- ID « = Sl^r IDS- «1jILSH ^*l*r£-*]-3 
SDa«rai f RMF *IH *H *M # E fl ^ *H ^-i- 

s?-Sl*M PC(40)7} 7Hi ^^m^- 

ZL^i i-H, CEK ^H.^- «>1*SH 
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PC(40)7> ^#*V vfl-g- f ^ fH*}*l ^ 3-f -£^r 

£(30)£~ PC(40)S. cj*l« t^SjE. *1*14. 

RMF^H. ^ ^1, *H £^ ^fi-S-fe PC(40) 

i=. c^o]^ riflo]^ 5%<£ 5.°H S.^^\ *H *H ^jifc *3i3*rSL*> * r fe 

4s* *H PC(40H>H 4£3-£# ci*m 4*1 #*fl-8- ^ 

S 71(50)3. 4^3.= a)^ ^^JS>31^ * r fe 4£-*r ^ 7i*^> *r4- 

1-aJ 

S 3*1, PCC40W ^tfl-§- ^71(50)3. M-§- ^7) ID*}- --Fj-ttf-i- ^>p^7l 

: sj 

S (50)7 r 7>^1 Jl safe UTD ^JS.* .S.^tr4. 

% O-tt ^-§- ^t7l(50)fe PC(40)s} sflv| 7](cKto-loi)3 UTDC*- ^s^r * 

| #1>7l ID4 M PC(40)3. ££tr4. 6 H, PC(40)fe **H-g- £*7l(50)3. 

| jf^ £££ ^-5L# s^tr * ^^7l ID» ^a)^4 §-Alof| c^oiBl y]]o) 

^ *H Sife ^M-§- ID4 tflmsH UTDsf SH 4?M£14. 

oV^, Aj-^V UTD7V ^3|-Sr4, RMF4 ^7|o] ^jSLt> 3-°r PC(40)fe 

PC(40)fe ^f-Tll ^£ UTD3. ^H^i ^o]^ ^^^1-7111, ^fl^Tll 

?>^, 3£ -Mfe 'Transfer' 4*1* ^€S7> 2t 

71(50)3. \+ * 'Transferred' 3 ^34.. o)4 PC(40)7} #fe H1°1b) 
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#«fl ^-4 4^ i^o-S. ^*fls>4 &fe4. € 

;»)H #4*i.E.fe 'Transfer' , 'Transferred', 'Transfer-non' 4 A il 7 >4 ^ 

^.a> ^tflfe pj}*^ "a. SI (Check-in) °.SL 43)3^, 44^ ^ 
117} ^fijjl tV * PC(40)7} 7>^jl #fe ^0|t] tifloj^s]. 2^ -m-h 

Sj|3. 4£-(Check-out)°.3. 

^ 32. 40] ^-Efl ^7} '^a> l-7l-(Copy-never)'S. *R 1s M 5^5.^. 

□ 

;S PC(4Q)2} t\x]^ £€Bfe 4f*B* ^M(50)S 4*3.5.3*1 &fe4. 

S <#tt 4^ 444-E- 4«ti44 S** ^* #*fi* £#71(50)3. 44^ 

W ^€B7> 4*3. J= 34. 

Q 4^^H^ p}^ rf^^H 1- ^ sife frtfl* £#71(50)3.-^4 T^fl 

g JH1(6Q)S 44H 3€H-Z" 44*Kr ^*?H 4*iH ##4 4*4 £4. 

: i 

•£=r 

J 33*11, zj. *tH^- 4^M*fl(60H i* ID7> ^iflSrfe 3*. #4* £#7l 

(50HH ^^^(60) 441i 3i€B j 2- 4^-44 4*11. £4 4 : 3W1(60) 

MH» 4^-SVjL, 4^tr 44^ Sflti (Secret Header )S 

#±2}- -7)S.H 4=*HW60) <*H #7fl*rfe 43M*N ^* ID* 4* 
^ t|*i^ 44 #J.sHr4. 

f-*D. 4" 4#«(60H i-fr ID7> #44-4 &fe 3*. #4* 3^4(50) 
43MNC60) ^41 44^ 3*0£# 4**M 4*fl, #4 4*<HW6Q) 1H 
^3!3=§ 7]4*>j1. 4^ 44^ MM* 4aelH ^(Secret Header)^. 44 
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ZLSJJI, <$2L^g. Tfe *1 #"11*11 (60)3 §1^- <3*H 7]^-€^. 

ti>4 £*1 .3} ^^11^1(60) SU^r £.€■ 3*1^ 3« 

Bfe. s.^ 4ftfl-§- #^7l(50)<M ^ $14. -3.5-14, ^ J§-f ^^fl 

I SI] (60) vfl«Hl 2-=- MHtt i^l °1 *l^i *H*I€ ^l^H ^ 

I *^-g- cf^-7li ^^^i?V 7fl^Al^ ^ °14- 

jjj £ gtgofl^ Pl*ll* idtefe- °r4ej- 3 

□ sjsq pes. 5.^23 ^ 514. 

|ij £ ^,2. ^ ^-Efl ^ = # rc(40)7> cflo]Ei yflo]>,4 iq^ « 

I iflofl 2.^ 7\x]31 £ #^-§r 3*111 PC(40HH *rfl-8- ^^7l(50) 

a 4££.I=.Am ^ ^2}, M-§- ^^KSOHH PC(40)3. ^ 5*1 

n>^ ( 4*]^ MH^l ^H.i ■transfer'^ <H 3*1^ 

1- M-S- ^71(50)3. 4^5.-^- PC(40)^ 31 tiflo]^ ^7fl£|^ 

'transferrin 'transferred* SA]a zi £^ 3 Jig- 4r3-§- # 
^7] (50)3. 43r£.^b c r. 

zleU, fl^cfl-g- ^.7l(50H 3*1^ 4*1 PC(40)s. <3 
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£4*]fe PC(40) tf*IH *H*1« * §14. ^4, ^PUeoHH 4 

-8- ^7)(50)«- 3*°1M £4€- PC(40)3. ^SS^m ^ $14. 

£ PC(40)4, ^-§- 3«7](50Hfe 'fl-r 4°<^ ^ 

^Sl7f ^7 r 3-°3. <r Safe^l. 3^ £. 7*11 44 , PC(40) 

^7l(50H ^7>^o.S. • ^^fe- fl^^lSfe RedBook CD, -2.4-2- 

CD, ^ £.4-2. CD. DVD Disk ^ °}^3.=l Si 4. 

^« S ^ £ 8 £ £7oi] £A]^ o.^ (Out sour se)^ 

1- -£^4 4tr 2£^°14- 

44 Qo), API (-§-8- E^nf <=14^°]i)^ <8§H £ ^ 
a]^^o,1 0.5. ol^€ 3*14* ^5>JL, <%n-g- & 

4-H*Kr 4lJ M-2.il ^St^M 4*fl *l.a.$ ^t-SHr ^Ite $4. 

tffctr °J^4 «tf«^*]4 ^7> ^4£.«" 7>^ ^-f, tf£tr 

APife <r Si 0 ! 0 * tl:4. a*. ■a 3 3*1 ^ ^^7> ^# 

7r3 Jg-f- API^ ^X^-7l4 tt:a4#* *r *H 6 > ^ 

o]-44 ^^i2j ^ii7> ^t«q-& r}^ 3-f APit a 

API A ^3 *H reimport control layer) 2.3. ^l^M *l*fl 
t_V 3*Ur tfltb ^Ji. HI* -1^ -2- c U CD, DVD J2-4S- 
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=fl* 4°1*, f-°14- 

«>o^ sssfiHt- 48M t^tb ff^H 444 £ 4<£ S. 

44 *1H ^ «r. '^>*7>' SA], '^}3. 91/^)3. o}£i*A^%°- 

£)', *H *H M «r. ^flM^?-^ *^(-ti«W. 

'^^'aAl, 'LOLID'l- SOI A]H2lB *H C 1^ 44°l^ ID 

1H£4. 

n^H, 34^ £31H7} #J15}-EM ^-°r €34?ti ?} 

*:£})-§- cf^M ^l^S]^- ^€Bf- ^€r~lH'fo{Trnns-rnrryptinTi)t!:4. 
zlsI JL, PC7> 7Hj1 $1^ Public Keyi sj^| Sfl^-f^-ir Public 

Key 3. ^^3^tlr4. 

7> ID4 a] 3.3 ?1# 7H^1^ 2flHtK£-^*l ^-S- 

4ftfl-§- ^^7ls. <$%s\±: c}^=l pj?^ PDFM ^°1H^ °g 
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4$-%: <&3.^Z\3L. ?1# *V-8-*M Sl-a*3€ 5.31°^ <£iL5}-'& 

^} ^fl ^, '4^7V ^ "31=1 "BH^a^ 

s-v. *h *h ^. '4^-^^^ -4^ 

*T, PDJD3- SOI li=4 AlHEjl ■ qH>o]>;-iDS. 3*1 tJ- 



UJ ^t>4. ^. ^.2.5.^3 # *2"^H ^^Hr 4*l*i 

;| ?MB7l- "PD-ID"S. £*]€ >>]H^H «flts]s] SOI ?H ^^Hl 4 

w 

1 ^n^m °g^£i^ <y^£ 2*1 *tv4fe 3^4. 

4*1 ^.2.3. ^ *j-4<y ?l£iafe CD-ripping°1H 

£ *r 214. 

°J7H. -fajfe fjiiafl-^ ^ D ti*ll4 °Je^]oi^§ ^i-ia 
PCS. *Hr^4. £-8-44 4*1^ £€H * 

-g-^^H ^ 314-§- A>-§-ta: ^r. 514. 
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4ftfl-«- *\%vmSL 'r-S. #30 , ^433 PD (SE^ LCMH 

*i &^«H *13M|S1|3 ?1 <m (Spare AreaH 31 3 1!" ^ ^ PGLOtfM 

A3. 3*1 3 CM *l]3l- #3:S^H *#*Hr ^^-714. ^7) ^tfl^ 

31 tf^fe- ^§ ?] a^'^W, #*fl-8- ^^7li- ^ <y<33£- 3 
*m 3«H $ ^ ^43H 3*fl cfA] o^s^ s)id 43 ^ 

£3S- 
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2^11*114 ^^^(Spare AreaH 38 U# ^ * PQLOHH <^*H ■ 



f-^r 34&°-3. cH^iMJM flflc^ ^tb4. 

M* ^% v 7l(l00)fe MPS 4^ a 4£3.= !£o}. - % 

UJ t$ °!4^ (Spare Area)A5. -M-§- ^*7l* %m 

I sife °^2^€ 4*111 £€B £ ^ 34?H si^fl i=M «JIt:i 

. 3 

" 'i 

«fl* ^^s] ^-f # £^i* #2:«H # 4 ^fla} ^tb4. 

#*H* ^71(100)^ PGLOtS.-r 1 ^ 3*11 4&3.S- *M4 

°M. -#«41* ^7l(100)fe PGLOL°S.JM #tfl* ^7) (100)4 PGLCM a} 
°H ^^Al?l7l 3*11 *ifl-§- ^71(100) 5J POOfe *>4s? a]h 

e|H 7]( ooo r ot key, & ■ C hannel Key, CK)1- ^*^7)] ^4. 

nejul, ^cfl-g- ^^71(100)^1 f--sfl 4*1^ 
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Sjai^H- ^^B*ll(20O)S *1*cH 31 (200)3 oi|o]E]' <g'^4| ^^s. 

(HOW C}-. 

^, ^-r^^^^(llO)^ ^^-p|]^1(200)^a1 ^Z}^ 1-^3 s] 

^3 «a^o.s. ^ f *^_g. ^7](100)^ «^^^(120)* »*fl 

^€ t« °M ^^tl- ^ ^^fl3fl(200)3 -71^^ 

^1^, ^^s.]^cf(no)^ §-ei^ ^^th *r 

S. ^^(130)J1S. «g3*H 3fe3 *H i}a] ^-Jt^-Al^ ^^-cH^l 

(200)3 43] E] «Hg <S<3°fl ^^a]^14. 

°H, fl-^^*r^(120)o.S. *^b]s| #5}3 fi, ^ 
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What is claimed is: 

13 

^f 1 ?1 ^ zl <g-£Sl-*H €tHH^r3r; 

icH-M M€ tH£s| r7|4 -=i ^-^Hr £313= ^^V; ^ 

•o-fl ^1:^?] 3iL ^ 3*11 ^^'r SIS.** °a v S 

3. -7]^iLl- *d-£%Mr PCS. ol^<H^l 5^8-2.3. *Vfe c1*l«| 

^£ 4*11 *1^«. 
[$?^ 2] 
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5. ££3L|£.^- Sfe ^-£-5. §}tt 3*1^ ^ 4^1 *}^*$. 

l^U" 3] 

4] 

S *fl 4 2 S^Al^U. £€H ^*r££ ^ 2. ^-fV?)# °]**H PCS. # 

W ^§>^ ?1 U ?l^iL# £J:^*H. PCfe ^-H-tv >n 2 

□ °l-3-*H *] 9! ^Ji-I- *f)^ * *i^Kr «H .2.3. ^^1^ 

S I^T 1 ^ 5] 

afla^l, ^ ^-7] sflay]^ xfls^l ^jis 4 i 3M!-£ 

^Sj-Jil, ^-71 Eflo)-i-j4 4^fl-§- ^7l^ ID, H]2i-7}3- #±3M 
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1 3€m m-^^-M ^*Rr 3 sis* 

: a 
: 3 3 

: : 3 
: ~ 

33 n **J*! 3sHt^?l£q- ^]s-7] *#*r3- 

5E3 

I 

y -E- 3#*H ^sRv * -si^sfe PC; ^ 

: — s 
=S3=r 

JI, PCI- ^lS-7l ^£L§ 4^*H, iM PC^lAi 
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